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IntroductionIntroduction

IP based communication 
infrastructure

Exposure to unauthorized 
users

Boundary protection 
mechanismmechanism

Unidirectional communication Unidirectional communication 
gateway



Background

Fi ll    d i d   h  i i l 

Background

 Firewalls are not designed to protect the critical 
infrastructure of  the power system

 Performance of  firewalls depend upon strategic 
planning and management

 One-way communication can limit the flow of  data 
packets in only one directionp y

 Data diodes can physically restrict the data flow in the 
t knetwork

– “The Pump”
– “Waterfall one way”y
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Substation 
network

SCADA 
systems

Cyber 
intruders systemsintruders

User interfaceControl center 
network



Substation Communication 
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How an attack works?
1. Gain access to the communication network through the 

access pointsaccess points

2. Gather as much information 

3. Understand the process

4. Gain control of  the process4. Gain control of  the process



Substation Communication 

Bidirectional communication 
Architecture

•Communication is initiated by 
the external host

Bidirectional communication 

•Acknowledgement of  the 
successful communication is 
received

•Data packets are sent through 
th  fi llthe firewall

•Intruder can mask the 
li i  d t  t di  it t  malicious data pretending it to 

be originated from an 
authorized source
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Partial unidirectional communication Partial unidirectional communication 
•Flow of  data can take place 
in only one direction y

•No data backflow is allowed

•One-way communication can 
have different levels of  
enforcements

•Communication in the 
reverse direction is still 

iblpossible



Substation Communication 
Architecture

Complete unidirectional communication Complete unidirectional communication 
•Communication is strictly one 
wayy

•Information flow in the reverse 
direction is not possible

Two layers of  unidirectional communication 
•It can improve the level of  
enforcement

•Data has to pass through two 
layer of  filters instead of  one
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Alternative communication pathwaysAlternative communication pathways
•Virtual private network (VPN)

R t  t i l it (RTU)•Remote terminal unit (RTU)

•Field workers

•Direct connection to the modem

Boundary protection within a substation
1. One-way communication is not designed to replace the y g p

boundary protection and other protection technologies that 
are used within the substation

2. Anti-virus software help in maintaining system integrity



Design PrototypesDesign Prototypes

Traffic distribution features •These features 
should be evaluated 
in a quantitative way 

Source IP address

Destination IP address

in a quantitative way 
to determine the 
vulnerability of  the 
network

Destination IP address

Source access point 
•Degree of  
vulnerability depend p

Targeted destination point

upon successful data 
packets that reach 
the targeted 

Data size
destination within 
minimum trials or in 
shortest time



Cybersecurity featuresCybersecurity features

Time to access •Longer it takes for the Time to access

C ti  t bli h t

•Longer it takes for the 
communication to establish, 
longer it takes to launch an 
successful attack

Number of  successful intrusions

Connection establishment successful attack

•In a complete unidirectional 
communication  attackers will 

Total number of  attempts

Number of  successful intrusions communication, attackers will 
have no knowledge regarding the 
success of  their intrusion 
attempt

Volume of  data flow

Total number of  attempts attempt

•A successful connection of  the 
attacker with the internal host is 

Spreading malicious packets

Volume of  data flow
considered a successful attack

Spreading malicious packets



Conclusion
 Cyber attacks in the substation infrastructure are real

Conclusion
Cyber attacks in the substation infrastructure are real

 Defense mechanism is required

 Critical infrastructure needs to be protected

 Unidirectional communication is a useful alternative

 Future work and possible challenges
 Quantifying key features of the new architecture
 Maintaining reliability and performance of the network
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